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How does function calling work?

As powerful as LLMs are on their own, their true potential shines through when they
are integrated with external tools and APIs. This integration allows LLMs to
perform tasks beyond even-the-most-sophisticated text generation, such as retrieving
real-time data, interacting with other software systems, and even controlling IoT
devices. For businesses, function calling opens the doors to more dynamic and
intelligent applications. This ability for LLMs to connect to external tools is known
as function calling.

Introduced by OpenAl, function calling works by embedding callable tasks within
the Al's architecture via JSON Schema using the /v1/chat/completions endpoint.
Developers can also specify the function's signature and parameters, allowing the
model to intelligently construct a JSON object containing the right arguments. These
functions can be embedded 1n the conversational prompts or system messages.

When a function 1s invoked, the Al processes the input, interprets the required
function, and executes it to generate an output. The underlying model's ability to
understand and process natural language instructions and convert them into actions
facilitates this process.

Here 1s an example:

What's the weather like in Boston right now?

Step 1 - OpenAl API
Call the model with functions and the user’s input

Step 2 - Third party API

Use the model response to call your API

Step 3 - OpenAl API
Send the response back to the model to summarize

The weather in Boston is currently sunny with a temperature of 22 degrees Celsius.

Source: https://openai.com/index/function-calling-and-other-api-updates/
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Efficiency Of Function Calling

The primary role of function calling 1s to streamline complex tasks into simple
commands that the Al can execute. This efficiency speeds up the workflow and
opens up new possibilities for automation in software development, data analysis,
and beyond.

For example, instead of poring over multiple spreadsheets, a user can simply ask the
GPT,

“Who are my top ten suppliers this month?”

The GPT makes a functional call that converts the NLP to an internal API call such
as
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However, several factors can affect the efficiency of function calling. The quality
and extent of the model’s training data play a crucial role; the better the Al
understands the tasks, the more effectively i1t can execute functions. Integrating
function calling within existing systems can be complex and require more robust
infrastructure or clearer integration pathways. Additionally, the effectiveness of
function calling heavily depends on the clarity of the user commands. Users who
provide precisely formulated instructions will receive better outcomes, as the Al can
more accurately interpret and execute the requested functions.

Tips to Maximize the Efficiency of Function
Calling

 Enhance Training Data: Regular updates and expansions of
datasets ensure that the Al remains well-equipped to understand
and process requests accurately.

o Streamline Integration: Create clear documentation to make it
easier for developers to start using function calling in their
projects.

o Clarify User Commands: Establish guidelines on how to structure
commands to improve the Al's effectiveness in interpreting and
executing them.

Monitor Performance: Regularly monitoring and analyzing the
performance of function calls can help identify bottlenecks or
processes that should be optimized.
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Practical Examples To
lllustrate The Power Of
Function Calling

Example #1: Data Retrieval: A function call can retrieve user data from a database
using natural language inputs.

Scenario: A user wants to know their transaction history for the past month.
Function Call Implementation:

1. User Input: “Show my transaction history for the past month.”

2. Function Definition: A predefined function called
that queries the

database for transactions.
3. Execution:

« The Al parses the input to understand the request and identifies the required
parameters (user 1d and duration).

* The Al calls the function with the appropriate
parameters extracted from the user input.

* The function retrieves data and returns a formatted response, which the Al
presents to the user.

Code Snippet:

(3 Copy code
(user 1d, duration):

query =

n execute database query(query)
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Example 2: Task Automation: Function calling can automate a routine task.
Scenario: Send a weekly sales report to the management team every Monday.
Function Call Implementation:

1. Setup: Define a function (email list) that generates and
sends the report.

2. Execution:
e The function 1s scheduled to run every Monday.

[t compiles sales data from the past week, generates a report, and sends it to
the provided email list.

Code Snippet:

(P Copy code

(email list):

report = generate_sales report()

send_email(report, email list)
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Example #3: Integrating Multiple Data Sources: Function calling can be used to
aggregate data from multiple sources, process it, and generate a comprehensive
output.

Scenario: Generate a real-time dashboard that displays KPIs from multiple
departments.

Function Call Implementation:

1. Data Sources: Sales, Customer Support, and Logistics databases.

2. Function Definition: A function that fetches and
processes data from all these sources.

3. Execution:
 The function fetches the latest data from each source.

[t processes this data to calculate KPIs like total sales, customer satisfaction
scores, and delivery efficiency.

« The processed data is then displayed on a dashboard that updates 1n real-
time.

Code Snippet:

(¥ Copy code

():
sales data = get sales data()
support_data = get support data()
logistics data = get logistics data()

kpis = calculate kpis(sales data, support data, logistics data)

update dashboard(kpis)
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Example #4: Dynamic Content Generation: Function calling allows applications to
tailor content based on user preferences and interactions dynamically.

Scenario: A content platform that generates personalized article recommendations
based on user reading habits.

Function Call Implementation:

1. User Data: Reading history and user preferences.

2. Function Definition: A function (user profile)
that analyzes user data to suggest articles.

3. Execution:
» The function analyzes the user's past reading habits and preference settings.

* Based on the analysis, 1t generates a list of recommended articles that 1s
dynamically updated.

Code Snippet:

(¥ Copy code

(user profile):
reading history = get reading history(user profile.user id)

preferences = user_profile.preferences

recommendations = analyze preferences(reading history, preferences)

recommendations
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Integrating Function Calling
with Advanced Technologies

In the IoT and smart device industry, function calling 1s being used to control and
manage environments. In smart homes, users can adjust thermostats, manage
security systems, or control lighting through natural language commands using API
calls. Just by using simple voice commands, a homeowner can ask to crank up the
heat in the bedroom to 72 degrees or dim the lights.

Further integration with advanced Al technologies—such as computer vision or
machine learning models—gives function calling even more power. In security
monitoring, for example, function calling can be used to help the Al detect unusual
activities 1n video footage. This means the surveillance system isn't just recording
what happens around the house; 1t's actively looking for anything “off”. If something
odd pops up on camera—Iike someone sneaking around where they shouldn’t be—
the system spots it instantly and automatically sends an alert to security personnel.
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Challenges and Risks in
Function Calling

It 1s well known that AI models sometimes return incorrect results, and this risk
extends to function calls. The risk 1s much greater when dealing with unstructured
data, beyond merely reading or creating text. All function calls must be double-
checked for accuracy, as any errors can have real-world implications. Some
examples:

Risk of Incorrect Actions: If an Al model inaccurately calls a function, it could
trigger unintended actions. For example, a model might accidentally trigger a
function call to transfer funds instead of checking a balance.

Validation and Verification: Always validate and verify the inputs and outputs of
function calls. This 1s especially important for functions that make changes to data,
perform critical operations, or execute transactions.

Error Handling: Robust error handling mechanisms should be developed to catch
potential mistakes. This includes setting up alerts for unusual activity, logging each
function call, and having fallback procedures to reverse any calls made in error.

Testing and Simulation: Before deploying an AI model that utilizes a function call,
spend the time necessary to extensively test and simulate. Test the models 1n various
scenarios to ensure they handle edge cases correctly and do not make harmful
function calls under any circumstances.

Human-in-the-Loop: For high-stakes applications, consider keeping a human-in-
the-loop to review and approve function calls before they are completed. This adds
an additional layer of scrutiny, reducing the risk of errors by the Al.

Context Awareness: Enhance the model’s context awareness so that it better
understands when and which functions should be called. Context-aware models are
less likely to make inappropriate function calls, as they can more accurately assess
the situation before taking action. For example, a smart home assistant designed to
manage household tasks may use a context-aware model to understand the
homeowner's preferences 1n order to provide the most appropriate responses.
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Benefits of Function Calling

Efficiency: Function calling reduces the steps needed to process data and execute
tasks, introducing a new level of efficiency to GPTs.

Scalability: The Al can handle growing amounts of tasks without a need for
proportionally increased resources or effort.

Speed: The functions are executed within the Al's processing flow so responses are
almost 1nstantaneous, further enhancing productivity.

Precision: Accurate results are delivered by interpreting and executing commands
based on trained models, reducing the likelithood of errors that are common in multi-
step processes.

Customization: Function calls enable developers to tailor the Al's functionalities to
fit specific needs

User Experience: Developers can create applications that provide more accurate
and relevant responses to user queries, increasing satisfaction.

Time and Cost Savings: Automating complex tasks and retrieving structured data
more efficiently saves time and results 1n cost savings for businesses.
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Thoughts on
Security and Privacy

Before implementing function calling, organizations would do well to think about
the security and privacy of their data, especially when dealing with highly sensitive
information. There are certain best practices that should be followed, such as using
secure APIs that meet industry standards for authentication and encryption, using
encrypted data while 1n transit and at rest, and outlining strict access controls to
restrict use to authorized users only.

Privacy laws must also be considered to protect users’ data and meet compliance
regulations. Organizations can anonymize data so individuals stay incognito, comply
with laws like GDPR or CCPA, and always ask users clearly 1f they’re okay with
accessing their personal details through function calls.
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Using Function Calls within a VPC

Due to these security concerns, many organizations hesitate to use function calling
despite their huge potential. They are often wary of sending their most sensitive
data, like CRM or financial information, to the cloud. This cautious approach has
proven to be costly, as it requires human resources to perform tedious tasks or
significant development resources to bring all the data sources in house. However,
new advancements now allow organizations to use function calling within their own
Virtual Private Cloud (VPC) using data and Al operating systems.

Benefits of Using Function Calling on a Data & AI OS

Data Security: For highly secure environments, function calling on an OS 1s
preferable. It ensures full control over your data, unlike using external API
endpoints which pose security risks. This model also significantly reduces the
compliance burden as the data does not leave your controlled environment. Running
function calls inside your VPC ensures that all data querying happens within your
secure network infrastructure, minimizing the risk of unauthorized access and data
breaches.

DevOps Resources: Building a custom Al infrastructure requires costly and time-
consuming DevOps resources. A typical project 1s likely to take about 24 months of
engineering effort, plus the ongoing salaries for 2-3 DevOp engineers, which can
average $300-400K. A data and AI OS with fixed fees can significantly reduce these
costs and eliminate the need for extensive DevOps resources, making it a more
viable option for working with function calling.

Time to Value: Setting up function calls requires significant work before you can
start gaining value from them. With an OS, the time to value 1s much shorter
because the connections are all done for you—you can just start using 1t with a few
clicks.

Easier Maintenance: Al evolves quickly. What’s trending today might be outdated
in two weeks or six months from now. An OS provides frictionless access to the
latest tools for function calling, ensuring you always have the best models without
the headache of upgrades and migrations. An OS allows you to keep the door open
for better LLM models and function calls to be swapped 1n the future.
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The Future of Function Calling

Looking towards the future, Al advancements will enhance the sophistication of
function calling, such as improving natural language understanding and adaptive
learning models that can better interpret user intents and automate more complex
tasks. These advancements will expand the scope of what can be achieved through
function calling. This will not only change how tasks are performed but also how we
conceptualize the interaction between humans and machines. The future of function
calling promises a more 1ntuitive and integrated approach, reducing the gap between
human intent and machine-executed actions.

13 | Function Calling



§ SHAKUDO

ABOUT SHAKUDO

Shakudo creates compatibility across the best-of-breed data tools for a more
reliable, performant, and cost effective data and Al operating system. As an
operating layer on top of your cloud Shakudo allows you to pick the best-of-
breed data tools for your needs, while providing a platform with fully

tomated DevOps experience. This combines the best of both worlds in data
K practices so you can focus on delivering business value with data.

do is the most easy, secure, cost-effective, scalable way to bring the
vanced data and Al tools to your data. Find out more at shakudo.io.
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